OpenDXL
Integration Planning
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OpenDXL makes it simple

With OpenDXL, you can easily integrate and connect
all of your products regardless of vendor. Also, it’s free
of charge, stable, and supported.

Imagine integrating once in a matter of days—not
weeks or months.

OpenDXL makes it simple and easy for you to access
all of your systems.
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Integrating all other products

Service Wrappers
Create

Let’s say you have a third party product
that needs to be integrated into the DXL
but it doesn’t have a native DXL
integration.

Or, that you have a proprietary product
you've developed internally...

OpenDXL makes it easy for you to
create your own DXL integrations.

By creating a Service Wrapper, any
products with a REST API can be
integrated into the DXL.

You can either create this Service
Wrapper yourself...




Integrating all other products

Service Wrappers
Use previously created

Or you can use one that’s already created by
another member of the DXL community.

(And if you create a Service Wrapper for a
product, we hope you’d take advantage of
the “open” community and share it with
others.)

This ease of integration means you have the
power to say “yes” to whatever products you
want to integrate—without being held captive
by the whims of vendors. It’s a path forward
where, previously, there was no path.

What previously took months, now takes
hours or a few days.

And this complete integration allows you to
get more value out of products you’ve
already purchased for your environment.




Reacting to AP| changes

One of the key benefits of the Service
Wrapper kicks in if that third party
product’s AP| were to change.

Before, if you had a complex web for
product integrations, this APl change
would likely shatter those integrations.

To restore integration, you’'d have to fix
countless points along your custom
integration.

With OpenDXL, though, you need only
alter the third party product’s Service
Wrapper to keep it connected to the
fabric. It’s that easy.
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Four Key capabilities
that OpenDXL allows you to do

Publish Receive Ask Take
an event an event a question action

B @



1= Example:

Publish
an event

You can publish an event. Firewall detects a suspicious outbound
communication

This means that you are allowing information to
go out of the system to inform other products. A new file is detected

An example could be a firewall detecting a A new file is copied to a file share
suspicious communication.



% Example:

Receive — @

a n eve nt Broker Subscriber

You can receive an event by subscribing to Be alerted that firewall detects suspicious
"news’ related to the event. communication
You could be alerted to a new file, or that a file Be alerted to a new file

was copied or shared. Be alerted that a new file was copied to file share



@= Example:

Ask a -—

question

You can query a service. “What is the reputation of this file?”

This is a one-to-one message where your DXL “Where has this file run in my environment before?”
routes the query and waits for a response. You [ e, . gy, s 5

can find out the reputation of a file, if security is y y '

installed on a system, or anything you or
anything you need to know abouit.



= Example:

Take - pu—
a Ctl 0 n Publisher Message

DXL can take action in response to a query or a Set the reputation of a file
news subscription for information about an event. Tag computer to begin security response to file

Begin remediation



The Four Steps

How will you leverage these capabilities?

P I a n n I n g Use this simple, repeatable, four-step planning
C h kI . checklist.
eC I St @ |dentify the problem to solve

() Listthe products involved

Take a look at how

these steps pla -
_ y out In : i
real life when there are ® ﬁ;n;ggndescnbe Yot
real security issues to
solve.

@ Map those actions to one of the four

client capabilities




Basic
example

Prevent malicious files from running in
the company environment



Basic
example

Prevent malicious files
from running in the

company environment

|dentify the problem to solve

«| want to stop files that | know are malicious from
running in my company environment.”

List the products involved

For this basic example, the only product involved is your
Threat Intelligence Exchange.

Simply describe what you want to happen

“When | have identified a file that | know
to be bad, | want my entire environment to be told

about.”

Map those actions to one of the four
client capabilities

Of the four client capabilities (publish an event, receive
an event, ask a question, and take action), this one
corresponds 0 PUBLISH AN EVENT (Threat
Intelligence Exchange publishes that a file is malicious).




s Moderately
complex example

Manage all laptops on your network with
your security management tool



@ |dentify the problem to solve

When laptops are found on my company’s network that aren’t
managed by my security management tool, | want 1o make
them managed by my security management tool.

M Od e ra te Iy List the products involved

There are two products involved: your System Discovery Tool

\/ CO m p I eX and your Security Management Tool.

eX a m I e Simply describe what you want to happen
p Simply put: “When my System Discovery Tool discovers a
to my network, | want it to discover if the

system is currently managed by my Security Management Tool
and, if it's not, 10 tell the Security Management Tool to bring it

Manage all Iaptops on under management.”

your network with your

security management tool Map those actions to one of the four
client capabilities

This problem requires three of the client capabilities:

1. Receive an Event. You want it to pay attention to a “new
system connecting to the network” event.

2. Ask a Question. You're asking: is this laptop currently
managed?

3. Take action. If a laptop is not currently managed, you want
to manage this system and install the required security

products.



Complex
example

Dealing with malicious files entering the
company network via the FTP file transfer site



Complex
example

[_)ealing with malicious
files entering the
company network via
the FTP file transfer site

|dentify the problem to solve

Malicious files are entering your company network via your FTP
file transfer site and you want to deal with those files.

List the products involved

Three products: ETP File Share, Threat Intelligence Exchange,
and Sandbox Scanner.

Simply describe what you want to happen

«\hen a file is copied to our ETP File Share, ask my Threat
Intelligence Exchange about the file’s reputation. If the file is
known to be malicious, delete it. If the file has never been seen
before, send it to my sandbox Scanner.”

Map those actions to one of the four
client capabilities

The first script would play out as:

. Receive an Event. Listen for “new file copied to share” event.

« Ask a question. What is this file’s reputation, Threat Intelligence Exchange?

. Act. If the file is malicious, delete it.

. Act. If the file has never been seen before, send the file to my
Sandbox Scanner.

« The second script would be:

. Receive an Event. Listen for the “File Scan Results” event.

. Act. If the file scan indicates the file is malicious, delete the file via the FTP
File Share.




OpenDXL


https://opendxl.com/

